5539 %55 7 W
201847 H

m oA % W
Journal on Communications

A NS VK VI N

1 1o)

w2

H %3 =B EEE =R T %

X3, HY, EM, RE
CHBPRHER S PR 2B, Wi K 410073)

# E: B sl e L= 5 s E I, 25 R E S U S LA R DL RS B 28 i S R A
T S [ W S U e T [ 2 22 P ) el B ol T s Y W A WA R 1 BN R DAY 2B O o p e R
FRBE U], a8 A 2 S BRI T SO, ST A B T B A RO A BRI A B R IR LA . B
WHSEIG A HTR I, FrR )y Bt TR 4 555 5 T Re i 2 B oh o h v sl f sk, B Rif
4 P T3

kIR Bz UisEl WENE; BN i

HFESZES: TP309.2

X#kFRIRAG: A

doi: 10.11959/j.issn.1000-436x.2018112

Optimization method for attribute-based cryptographic
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Abstract: For the problem of secure data sharing and access control in mobile cloud, the drawback of traditional crypto-
graphic access control schemes was deeply analyzed. Considering the truth that mobile devices were usually equipped
with limited resources, an optimized attribute-based cryptographic access control scheme was proposed in this study. In
the proposed scheme, a third party proxy was introduced into the system model, and the two-layer encryption method was
applied. Combining traditional attribute-based encryption (ABE) algorithm with multi-secret sharing and split measure-
ment of ABE encryption, the scheme could greatly reduce the cost of mobile users in terms of data publish and access
management. Theoretical and experimental analysis shows that the contribution can well meet the requirements of mobile
cloud in terms of security, computational complexity and communication cost, which means that it is promising for future
applications.
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